Data Sharing Agreement no 015858W-2025-1

For the necessary sharing of personal data between
Marine Directorate,
Scottish Pelagic Fishermen’s Association
and
Shetland UHI

15t August 2025



Contents

1. INtrodUCHiON... .o 3
2. Organisations involved in the datasharing ........................., 3
3. DefinitioNS ......ooeei e 3
4. Purpose(s)ofthedatasharing.................. 4
g R U [ oo =TT () PRSPPI 4
4.2  AIMS & DENETIES ..o 5
4.3 Limitations on use (for other purposes than submission to ICES) ............cccccevvnnnenn. 5
R S0 1 1= o [ E=Tod (o S U = 5
5. Datatobeshared................oo 6
5.1 Personal data ..o e eaeae 6
5.2 Datato be matched or lINKed.............oiii i 6
6. Process for Sharing ..............ccccuuuiiiiiiiiiii s 6
6.1 Transferof data ... 6
6.2  Format Of data.....ccooooiie e 6
6.3  FrequencCy Of transSfer ... ..o 8
6.4  ACCESS rESHICHONS . ...eeieiiii et e e e e e e e et e e e e e e e eeeenee 8
7. Basisforsharing ............cccccoooiiiiii e 8
7.1 Legal gateway (also known as the power to share data)................cccco 8
7.2  Lawful basis for ProCESSING ......ooovuuiiiiiie e e e e e e eeanas 8
8. Information assurance & SeCUrity ................ccccuiiiiiiiiiiiiiiis 8
8.1 PersonNel SECUILY .....oeuuiiiii e e e e e et e e e e e e eaaans 8
8.2 PhYSICAl SECUNTY ..o 8
8.3  TeChNICAl SECUNILY ... e e e e e e e e e e e e aeees 9
8.4  Management of a security iINCIAENt ... 9
9. Information management....................oiiii i 10
9.1 Freedom of Information Scotland Act (FOISA) and Environmental Information
REQUESES (EIR) ... et e e e e e e e 10
9.2  Subject Access Requests (SAR) ..o 10
9.3  Withdrawal of CONSENL ......ccooiiii 10
10. Data Protection Impact Assessment (DPIA)...........cccccviiiiiiiiiiiiiiiiiiiiiiiiieee 10
11, Privacy NOTICES ... e 11
12. Retention & deletion...............oooiii i 11
13. Managementof agreement ... 11
13.1  Commencement and dUration .............oooeuiniiiiiie e e 11
13.2 Review & changes to agreement ... 12
13.3 Closure of agreement ..........ooiiiiiiiiiiiiiiiieeeeeeeee e 12
SIGNALOTIES .. ..o ——— 13
Appendix A —Vessel Consent FOrm ... 14
Appendix B — Privacy Notice/Fair processing NotiCe .............ouvvcieiieiieiiiiiiiiiieeeeee, 17



1. Introduction

With increasing opportunities for the fishing industry to collect data relevant for scientific
purposes, it is important to establish the agreements necessary to share the data so that it
may be used for science. In doing so this gives confidence to data owners and users that it

will be handled and used in accordance with their agreement and understanding.

2. Organisations involved in the data sharing
Organisation/business area Scottish  Government Marine Directorate
Science Evidence Data and Digital Portfolio
(SEDD)
Information Asset Owner (IAO) | Nuala Gormley
Operational contact name Liz Clarke

Operational contact job title:

Fisheries Sampling Manager

Organisation/business area

Scottish Government Marine Directorate

Performance and Delivery Portfolio

Information Asset Owner (IAO)

Elisabeth Campbell

Operational contact name

Liz Clarke

Operational contact job title:

Fisheries Sampling Manager

Organisation/business area Scottish Pelagic Fishermen’s Association
(SPFA)

Information Asset Owner (IAO) | Steven Mackinson

Operational contact name: Steven Mackinson

Operational contact job title: Chief Scientific Officer

Shetland UHI (SUHI)
Stuart Fitzsimmons

Katie Brigden

Pelagic Fisheries Scientist

Organisation/business area
Information Asset Owner (IAO)
Operational contact name:
Operational contact job title:

3. Definitions

DSA: Data sharing agreement. A specific agreement to share certain data for a specified
purpose and time period.

MOU: Memorandum of Understanding. An agreement between two (bilateral) or more
(multilateral) parties. It expresses a convergence of will between the parties, indicating
an intended common line of action. It is often used either in cases where parties do not


https://en.wikipedia.org/wiki/Bilateralism
https://en.wikipedia.org/wiki/Multilateralism
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imply a legal commitment or in situations where the parties cannot create a legally
enforceable agreement. It is a more formal alternative to a gentlemen's agreement.

The Scottish Pelagic Industry-Science Data Collection Programme (SPISDCP). A
programme developed by the Scottish Pelagic Fishermen’s Association (SPFA),
Shetland UHI (SUHI) and the Science, Evidence and Data Portfolio (SEDD) of the
Marine Directorate of the Scottish Government (formerly Marine Scotland Science
(MSS)) with additional industry support from the Scottish Fishermen’s Federation (SFF).
The Programme includes a self-sampling scheme and co-sampling scheme, where self-
sampling on vessels or at factories refers to industry members undertaking the
collection of scientific data (in whatever form) themselves during the normal process of
commercial operations, or during industry scientific surveys, and co-sampling refers to
data collection schemes where the industry and research institutes each play a role in
data collection/ analysis process.

SPISDCP MoU: The Memorandum of Understanding between SPFA, SEDD, and SUHI
that underpins the Scottish Pelagic Industry-Science Data Collection Programme.

Personal data': Information relating to natural persons who can be directly or indirectly
identified from that information or in combination with other information.

Data owner: representative of the individual pelagic vessels and/ or factories responsible
for agreeing data use.

Data provider: representative authorized by the data owner to provide data.
Underlying data: the detailed data delivered by the data owner/provider.

Data products: data outputs resulting from aggregation of, or calculated from, underlying
data, and where individual vessel or personal data is not directly or indirectly
identifiable.

Self-sampling data: refers to the data from the SPISDCP self-sampling scheme (as
defined above).

Co-sampling data: refers to the data from the SPISDCP co-sampling scheme (as defined
above).

Onshore sampling data: refers to the data collected by Marine Scotland Science, now
SEDD, for pelagic species by sampling at harbours or processors prior to 2022.

Compass data: refers to the commercial fisheries data collected for regulatory purposes.

Purpose(s) of the data sharing

4.1 Purpose(s)

" Does the information referenced in the DSA include Personal data? YES because it includes information
relating to natural persons who can be indirectly identified from that information in combination with other
information. An individual is ‘identified’ or ‘identifiable’ if you can distinguish them from other individuals. And, it
‘relates’ to them because it is about their [fishing] activities.

Note: Data can reference an identifiable individual and not be personal data about that individual if the
information does not relate to them. https://ico.org.uk/for-organisations/quide-to-data-protection/gquide-to-the-
general-data-protection-regulation-gdpr/key-definitions/what-is-personal-data/



https://en.wikipedia.org/wiki/Gentlemen%27s_agreement
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/what-is-personal-data/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/what-is-personal-data/

4.2

To facilitate joint data access for collaboration on the Scottish Pelagic Industry-
Science Data Collection Programme, as described in the SPISDCP MoU.
Specifically:

To work collaboratively on all aspects of the design, planning, implementation and
reporting of the Scottish Pelagic Industry Science Data Collection Programme, and
scientific publications arising from this work.

To contact vessels for the provision of data and samples under the SPISDCP.

To carry out analyses as required to evaluate and improve the sampling design.

To carry out quality control and analyses required to use the data to provide
estimates of catch-at-age, length-at-age and weight-at-age to ICES for use in stock
assessment of the relevant pelagic species.

To work collaboratively utilising the information from the SPISDCP to advance
scientific knowledge relevant to stock assessment and explore opportunities for

further research on pelagic species.

e To submit data to the International Council for the Exploration of the Sea (ICES)
(raw data to the Regional DataBase and Estimation System (RDBES) and
information such as catch-at-age and weight-at-age estimates to stock assessment
working groups).

Aims & benefits

The DSA provides a mechanism for sharing biological sampling data for collaboration on the
SPISDCP, to deliver quality assured biological data on pelagic fish catches for use in stock
assessment, and research interests of the parties included in the agreement.

4.3

4.4

Limitations on use (for other purposes than submission to ICES)

The duration of joint data access will be for the duration of the current Scottish Pelagic
Industry-Science Data Collection Programme Memorandum of Understanding
(SPISDCP MoU), currently from 15t August 2025 — 315t December 2030.

The data must only be used for the purposes stated in the SPISDCP MoU and listed
in section 4.1.

Master’s estimates of catch are indicative only and are not expected or required to
match with official landing figures used by the Marine Directorate to determine quota
uptake, or for fishery control purposes.

With regard to the co-sampling scheme, the master’s estimates of haul weights may
be used for the purpose of weighting the sample measurements of fish weight and
length used in the estimation procedure that raises the sample values to the catches
of the fleet, which are then used in stock assessment.

Underlying data will not be accessible or identifiable in any Data products.

Subject to paragraph 9.1, the underlying data must not be shared with other parties.

Further disclosure

Data providers in the SPISDCP must be authorised to do so by the Data owners.



e Data owners must have given prior permission for their data to be included as part of
this DSA (via the consent form).

5. Data to be shared

The data to be shared are:

e Self-sampling and co-sampling data collected from the start of SPISDCP until the end
of the SPISDCP MoU 15t January 2022 — 315t December 2030.

e Self-sampling data, co-sampling data, 1st April 2018 — 315t December 2021.
e MSS onshore sampling data collected during 15t April 2018 — 315t December 2021.
e Compass data, 15t January 2022- 315t December 2030.

51 Personal data

Personal data may include: vessel name and registration number, name of the skipper and
sampling personnel - as required for the data chain of custody in quality control procedures.

52 Data to be matched or linked

The data required for matching data may include, but are not limited to:
e Vessel name and registration number
e Location and date of landings
e Location and date of fishing activities

6. Process for sharing

6.1 Transfer of data

The Objective eRDM IT software controlled by the Scottish Government, will be used to
transfer data. All parties will have access to the data via objectiveConnect.

6.2 Format of data

The format of data to be shared will be csv files, the contents of which are described in more
detail immediately below.

Onshore sampling data

e The format of the onshore sampling data provided by SEDD will be in the form of csv
files, separate files for trip data, length frequency data and for biological data.

e The trip data file will include the following fields: vessel name, PLN, RSS Number,
SEDD database trip identification code, landing location, landing date, sampling date



(if available), main rectangle from which landings were taken, gear, mesh-size,
species landed, landed weight (t) and sampled weight.

The length frequency data file will include the following fields: SEDD database trip
identification code, species, fish length class and number measured at fish length
class.

The biological data file will include the following fields: SEDD database trip
identification code, species, length class, age, sex and maturity.

Co-sampling data

The format of the co-sampling data provided by SEDD will be in the form of csv files,
separate files for trip and haul data?, length frequency data and for biological data.

The trip data file will include the following fields: vessel name, PLN, RSS Number,
SEDD database trip identification code, sampling institute, landing location, landing
date, main rectangle from which landings were taken, gear, mesh-size, species
landed, landed weight (t) and sampled weight.

Haul data? include the fields: year, SEDD database trip identification code, haul
number, date, time, tow duration, fishing position, ICES division, ICES rectangle,
depth, gear, metier level 5, metier level 6, mesh-size, species, estimated catch weight
and estimated sample weight.

The length frequency data file will include the following fields: trip and haul
identification code, fish length class, number measured at fish length class.

The biological data file will include the following fields: trip and haul identification code,
length class, age, sex and maturity.

Self-sampling data

The format of the self-sampling data provided by SPFA and/or SUHI will be in csv files,
one for haul data and one for biological data.

Haul data include the fields: vessel, PLN, species, year, self-sampling trip identification
code, haul number, elogbook number, date, time, gear, fishing position, tow duration,
estimated catch weight, depth, temperature and vessel sample mean fish weight.

Biological data include the fields: vessel, date, haul number, self-sampling trip
identification code, species, individual fish number, length and weight.

Compass landing information

Will include the fields elogbook number, SEDD database trip identification code,
vessel name, PLN, RSS registration number, landing date and landing time.

Compass voyage information

Vessel name, RSS number, elogbook number, and notification of departure message
(DEP) and notification of arrival at port (PNO) are shared via automated email from the

2 Haul data are originally provided by SPFA/ SUHI to SEDD from the self-sampling data



Compass system to notify scientists of a vessel’s departure on and return from a
fishing trip as part of the co-sampling scheme.

6.3 Frequency of transfer

The data will be shared at the end of each fishing season, once the data have been entered
and checked according to the institutes schedules.

6.4 Access restrictions

Access to be assigned to nominated persons in SEDD, SPFA and Shetland UHI involved in
the organisation of the SPISDCP and/or checking, entering, or analysis of data, or the
provision of data to ICES.

7. Basis for sharing

7.1 Legal gateway (also known as the power to share data)

The owners of the vessels to whom these data described in this data sharing agreement
pertain have signed a consent form for the sharing of these data (attached as Appendix A).

7.2 Lawful basis for processing

Processing is necessary for archiving purposes in the public interest, scientific or historical

research purposes or statistical purposes in accordance with Data Protection Act 2018 (the
UK’s implementation of the EU General Data Protection Regulations).

The owners of the vessels to whom this personal data pertains have signed a consent form
for the sharing of these data (attached as Appendix A).

8. Information assurance & security

8.1 Personnel security

SEDD staff are subject to a government baseline security standard before employment. All
staff are required to carry out online data protection training on an annual basis.

Steven Mackinson of the SPFA has completed data protection training in a former role
working for Cefas.

Shetland UHI staff have completed data protection and research ethics training.

8.2 Physical security




Marine Directorate offices are accessed only through security passes held by staff. Visitors
without security clearance are escorted at all times. Computer equipment and confidential
paperwork are held in these secure offices when not in use. Computer equipment and
confidential paperwork are also held in secure private buildings with no public access when
staff are working at home. Confidential paperwork is shredded when no longer required.

SPFA workplaces are secure private buildings, with no public access. Visits are by prior
appointment only. The data collected in the project is principally electronic in form. Any paper
copies are scanned, entered to online data system and paper copies destroyed.

SUHI have a visitor control system in place for non-public areas of the site and visitors are
accompanied at all times. SUHI offices are locked when unoccupied and all laptops and PCs
are password protected and electronic data are stored and backed-up on secure servers.
Any removable media are password protected and encrypted. The data used are mainly in
electronic format. Any paper copies in use will be stored in a locked drawer and shredded
when no longer required.

8.3 Technical security

SEDD - The data shared will be stored on eRDM Connect controlled by the Scottish
Government, a password protected database and password protected shared folders within
the SEDD computer system, and are backed up in accordance with current SEDD
procedures. Staff working at home work on laptops controlled by a BitLocker password as
well as a user password, and electronic information is stored on the network rather than on
the laptop itself.

SPFA — Underlying data from the self-sampling and co-sampling scheme are stored on
permission and access controlled cloud based storage, and backed-up as defined in SPFA
Data Policy (https://scottishpelagic.co.uk/), prior to transfer to eDRM. Staff work from home
under the same conditions as in the office. Laptops are password protected and data are not
stored permanently on hard drives.

Shetland UHI — Data are stored on a secure server with a permissions based access system

for folders. Back-up is in accordance with current UHI procedures. Access to cloud based
storage is password protected. PCs and laptops are password protected.

84 Management of a security incident

SEDD: Any breach in data security will be immediately reported to the Scottish Government
data protection and information and the information asset owner, using a security incident
reporting form. The seriousness of the breach will be assessed on a case by case basis, and
affected parties informed. All other partners within this DSA will also be informed of any data
breach within 72 hours following detection.

SPFA: Any breach in data security is reported to SPFA Chief Executive. On detection of any
security incident, immediate prevention measures will be put in place and the scale and
consequences assessed and communicated to relevant affected parties. The SPFA Data
Policy describes measures to avoid any security incidents. All other partners within this DSA
will also be informed of any data breach within 72 hours following detection.



Shetland UHI: Any breach in data security is immediately reported to the Data Protection
Officer and the Breach Procedure is followed. The University Partnership IS Incident
Management Policy is adhered to. The seriousness of the breach is assessed on a case by
case basis and appropriate action taken. All breaches must be added to the Breach Register.
All other partners within this DSA will also be informed of any data breach within 72 hours
following detection.

9. Information management

9.1 Freedom of Information Scotland Act (FOISA) and Environmental Information
Requests (EIR)

Data held by SEDD will be subject to FOISA and EIR. Applicable exemptions relating
to, for example, research data for publication, commercial interest exemptions,
confidentiality and personal information exemptions are given careful consideration
and are applied to all responses.

As a partner in UHI, SUHI do respond to FOISA and EIR requests. Applicable
exemptions relating to, for example, research data for publication, commercial interest
exemptions, confidentiality and personal information exemptions are given careful
consideration and are applied to all responses.

FOISA and EIR requests are not applicable to SPFA as they are not a public body.

9.2 Subject Access Requests (SAR)

SAR requests will be dealt with in accordance with GDPR regulations.

9.3  Withdrawal of consent

In the event of the withdrawal of consent by a vessel owner to share data for their individual
vessel, institutes will delete any data pertaining to that vessel that has not been originally
collected by that institute, i.e. was shared with them by another institute. Data pertaining to
that vessel that has been originally collected by a particular institute will be retained by that
institute. Any anonymised submissions to ICES up to that point will remain in situ.

10. Data Protection Impact Assessment (DPIA)

Following guidance from the Information Commissioners Office3, a risk assessment approach
has been taken to illuminate the risks and mitigation measures. Information contained in
sections 1 to 5 of this DSA fulfil guidance for a DPIA to include information on the nature,
scope, context and purposes of the processing.

3 https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-
gdpr/accountability-and-governance/data-protection-impact-assessments/
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Issue Likelihood | Consequences Risk score | Mitigation
(severity of impact)
Data is shared | Low Restricted dataset and | Low Data owners consent to
when consent to analyses (Low) provide their data
use data is not collected under the
given by Data Onshore sampling
owner scheme (via SEDD form)
Data owners signed up
to SPFA Data Policy,
consenting to provide
self and co-sampling
data in accordance with
the policy.
Unauthorised Low Breach of DSA and | High Data security protocols
access to data security arrangements sufficient to ensure
giving access to access to nominated
personal data persons only.
pertaining to fishing Data policies and DSA
activity (High) restrict sharing of
Underlying data.
Data storage not | Low — | Lack of security could | Medium SEDD store data on
sufficiently SEDD result in unauthorised secure systems as
secure Medium -|access to personal described above.
SPFA data pertaining to SPFA Dataset backup
fishing activity (High) protocols require offline
storage in two separate
locations. Backups after
each data collection
season.
11.  Privacy notices

See Appendix B.

12.

Retention & deletion

e Any Underlying data shared for scientific analyses should be deleted at the end-
date of the SPISDCP MoU if a further MoU is not in place. Written confirmation of
deletion will be provided by each organisation to the other.

e Any Data product may be retained indefinitely for the purpose of scientific
publication by the parties involved in the DSA.

13.

13.1

Management of agreement

Commencement and duration

Commencement date is given by the date of signing in section 14, subject to
permission given by the data owners.

11




Subject to a review, the DSA will apply for:

For the duration of the SPISDCP MoU, anticipated to be not later than 315t December
2030. Or until:

It is mutually agreed it is no longer required or fit-for-purpose, and a new data
sharing agreement is agreed;

Or any party writes to withdraw from the agreement, having previously provided
other parties with appropriate opportunities to resolve any issues that may have
led to intended dissolution of the DSA;

Or data owners withdraw in writing their consent to use their data, making the
DSA ineffective and no longer required.

13.2 Review & changes to agreement

This agreement will be reviewed at the end of the SPISDCP MoU (31st December 2030) if an
extension is deemed necessary.

If there is a material change to the SPISDCP MoU then this data sharing agreement will need
to be reviewed.

13.3 Closure of agreement

The agreement will close at the end of the SPISDCP MoU (315t December 2030) unless an
extension has been agreed in advance.

12



Signatories

By signing this agreement the Parties confirm that they accept its terms.

Organisation/business area: Marine Directorate Science Evidence Data and Digital Portfolio

Information Asset Owner (IAO) name: Nuala Gormley

Nuala B Gormiley

Signature Nuala Boormley (ep2, 20253304 19 50 D v (D= (=

Organisation/business area: Marine Directorate Performance and Delivery Portfolio

Information Asset Owner (IAO) name: Elisabeth Campbell

Elisabeth Compbell

Signature Elisabeth.Gampbell ($ep.3.2025 1LA%IEMIHL L L ie e, Date.....coooveviiiiiiins

Organisation/business area: Scottish Pelagic Fishermen’s Association

Information Asset Owner (IAO) name: Steven Mackinson

Signature. ... Date.....coooveviiiiiiins

Organisation/business area: Shetland UHI

Information Asset Owner (IAO) name: Stuart Fitzsimmons

A
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Appendix A — Vessel Consent Form
Data Sharing Consent Form

The Scottish Government Marine Directorate Science Evidence Digital and Data Portfolio
(SEDD) (formerly Marine Scotland Science (MSS) ) collects fishing and biological data from
the landings of the Scottish pelagic fleet under Section 1 of the Fisheries Act 2020, currently
following Regulation (EU) 2017/1004 on the collection, management and provision of data for
use in support of scientific advice regarding the common fisheries policy Data Collection
Framework - GOV.UK (www.gov.uk).

Prior to 2022, data were collected as part of the onshore sampling scheme overseen by Marine
Scotland Science. Since 2022, data are collected through the Scottish Pelagic Industry-
Science Data Collection Programme (SPISDCP), which includes self-sampling (data collection
onboard) and co-sampling (samples frozen for further biological sampling by scientists).

Under the agreements established in a MoU for the Scottish Pelagic Industry Science Data
Collection Programme SDPISDCP (2024), joint data access to these data is required for
collaboration on the Scottish Pelagic Industry- Science Data Collection Programme, by
scientists working for the Scottish Pelagic Fishermen’s Association (SPFA), Shetland UHI
(SUHI) and SEDD to carry out the following tasks:

e To work collaboratively on all aspects of the design, planning, implementation and
reporting of the Scottish Pelagic Industry Science Data Collection Programme, and
scientific publications arising from this work.

e To contact vessels for the provision of data and samples under the SPISDCP.

e To carry out analyses as required to evaluate and improve the sampling design.

e To carry out quality control and analyses required to use the data to provide
estimates of catch-at-age, length-at-age and weight-at-age to ICES for use in stock
assessment of the relevant pelagic species.

e To work collaboratively utilising the information from the SPISDCP to advance
scientific knowledge relevant to stock assessment and explore opportunities for
further research on pelagic species.

e To submit data to the International Council for the Exploration of the Sea (ICES)
(raw data to the Regional DataBase and Estimation System (RDBES) and
information such as catch-at-age and weight-at-age estimates to stock assessment
working groups).

As owner of the pelagic fishing vessel named below your consent is required for the sharing of
fishing and biological data that has been, or will be, collected from the landings of your vessel
between 2018 and 2022 as part of the onshore sampling scheme and PANDORA/self-sampling
project, and data collected between 2022 and 315t December 2030 through the SPISDCP.

Consent is requested for:
Vessel and fishing trip data from
Onshore sampling scheme data: vessel name, PLN and RSS number, gear used,

mesh-size, statistical rectangle from which the bulk of the landings were taken, species
landed, landed weight, landing location and date.
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Data collected from SPISDCP: vessel name, PLN and RSS number, elogbook
number*, gear used, mesh size, species caught, estimated catch weight, trip and haul
number, tow duration, depth, temperature, vessel sample mean fish weight, statistical
rectangle from which the bulk of the landings were taken, fishing position and date/time,
landing location and date, landed weight.

Data accessed through the COMPASS control agency: notification of departure
message (DEP) and notification of arrival at port (PNO) and landings declaration and
voyage information including vessel name, PLN, RSS number, elogbook number*,
species landed, statistical rectangle, landed weight, date and time.

*This does not include esales. Only the elogbook number is intended for use in order to allow matching
of sampling data to landings data for the purposes of the sampling programme and stock assessment.

Biological data from

All schemes comprising: sampling location and date, and the species, length frequency,
weight, sex, maturity and age of samples of fish obtained from the landings.

The data and this consent form will be stored in accordance with the privacy notice attached.

| consent to the sharing of fishing and biological data from the landings of the vessel named
below between 2018-2030 with scientists from SPFA, Shetland UHI and SEDD. These data
will be shared for the duration of the SPISDCP Memorandum of Understanding and for a period
of up to 2 years thereafter, to facilitate joint data access for collaboration on the Scottish Pelagic
Industry Science Data Collection Programme and submission of data to the International
Council for the Exploration of the Sea (ICES).

If | wish to remove my consent then | can do this by contacting Liz Clarke
liz.clarke@gov.scot.

Owner of fishing vessel: Name .....coovviiiiiiiiiiiircr e

Date:

/ /

Please submit this consent form to the Scottish Pelagic Fishermen’s Association (SPFA),
who will verify your ownership in the above vessel over the period above, and forward to
SEDD.

15
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Signature and vessel ownership verified by lan Gatt, Chief Executive Officer of SPFA

Signature ... , Date .................

16



Appendix B — Privacy Notice/Fair processing notice

Marine Directorate On-Shore Sampling Data
Privacy Notice

The Science, Evidence, Digital and Data Portfolio of the Marine Directorate of the Scottish
Government (SEDD) collects fishing and biological data as part of the on-shore sampling
programme of the landings of the Scottish pelagic fleet under the Regulation (EU) 2017/1004
to provide data for use in support of scientific advice regarding the common fisheries policy,
commonly known as the DCF (Data Collection Framework) Regulation.

What data are collected

The data collected relate to the landings of a fishing trip, and comprise: vessel name, PLN and
RSS number, gear used, statistical rectangle of catch, landing location, landing date, sampling
location, sampling date, and the length, weight, sex, maturity, age and the presence/absence
of icthyophonus (parasites) of a sample of fish obtained from the landings by Marine Scotland
Science (or its designated agent).

As these data include information which could indirectly identify a person (vessel name and
locations), they are considered personal data.

This privacy notice is made under Article 13 of the General Data Protection Regulation
(GDPR).

Why the data are collected (The Legal Basis)

SEDD collects fishing and biological data as part of the onshore sampling programme of the
landings of the Scottish pelagic fleet under the Regulation (EU) 2017/1004 to provide data for
use in support of scientific advice regarding the common fisheries policy, commonly known as
the DCF (Data Collection Framework) Regulation.

The data are used to estimate the total weight and age or length distribution in numbers for
catch components including marketable landings, BMS, and unwanted catch, for UK fishing
fleets landing into Scotland and Scottish fleets landing abroad, for fish stocks relevant to
Scottish fisheries. These estimates are submitted to the International Council for the
Exploration of the Seas (ICES) to assess the status of the stocks and provide catch advice.
The estimates and related information are also used by Scottish Government, and EU Expert
Working Groups to inform fisheries management decisions.

Data storage and processing
The data are stored and processed on password protected government systems, using
BitLocker encrypted laptops.

Who we share data with

The detailed data are shared with the International Council for the Exploration of the Seas
(ICES) for storage in the Regional DataBase and Estimation System (RDBES), for use ICES
Working Groups for stock assessment and fisheries management.

Estimates of weights and age or length distribution of catch components for UK fishing fleets
landing into Scotland and Scottish fleets landing abroad derived from these data are
submitted to the International Council for the Exploration of the Seas (ICES) to assess the
status of the stocks and provide catch advice.
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If we require to share data with third parties, we will ask for your consent through a
permission form.

Retention of data
The data will be retained indefinitely.

Further Information

For further information, please contact:

Liz Clarke, liz.clarke@gov.scot, ,

Marine Directorate, Marine Laboratory, 375 Victoria Road, Aberdeen, AB11 9DB.

Your rights

The GDPR provides certain rights that you may exercise in respect of your own personal
data:

e you have a right to request a copy of any personal data we hold about you, by making a

subject access request.

e you can ask us to update our records if you believe that the data we hold is inaccurate

or incomplete

e you can request that we stop or restrict the processing we complete, however this may

mean that we will not be able to respond to your enquiry or complaint

e you can ask us to delete the personal data we hold about you

There may however be some circumstances in which we cannot comply. Such as, if we have

a legal duty to keep data, or to process it in a particular way.

Please contact us if you have any queries relating to your rights and how we use your
personal data. We handle all requests to exercise GDPR rights on a case-by-case basis:

The Data Protection and Information Assets Team
Information and Technology Services (iTECS)

V Spur

Saughton House

Broomhouse Drive

Edinburgh

EH11 3XD

Email: dpa@gov.scot

If you have a complaint about the way we’re managing your personal data, you can let us
know in the first instance by contacting the data protection and information assets team.

If you're still dissatisfied, you can raise your concerns with:

The Information Commissioner’s Office
Woycliffe House
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https://beta.gov.scot/publications/subject-access-request-form/

Water Lane
Wilmslow
Cheshire
SK9 5AF

Find out more about gdpr: https://ico.org.uk/for-organisations/quide-to-the-general-data-
protection-regulation-gdpr/individual-rights/.
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